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Calian’s Cyber Resilience Office can provide you with a unique 
perspective and approach to organizational resilience stemming from 
our extensive expertise in emergency management, cyber security 
solutions and business resilience.  We bring value to our clients 
through customized solutions that combine: market leading               
technology, proven expertise and a proven resiliency business model.

With over twenty years of experience in emergency management, 
Calian created the Cyber Resilience Office to respond to client 
demand to build cyber security practices into their existing                     
emergency management plans—clients  that rely on Calian when 
failure is unacceptable.  

By providing solutions customized to their exacting requirements, we 
work with our clients to Prepare, Prevent, Respond and Recover from 
cyber security breaches. When a breach does occur, we help them 
respond faster, reduce costs and save lives.

Cyber Resilience Office

Preparation can reduce the cost of a cyber security 
breach by 73% [1]

[1] 2017 Cost of Data Breach Study: Global Overview,
https://www.ibm.com/security/data-breach/

Prepare
Preparation is focused on understanding your organization and its 
capabilities in the event of a breach. This includes analyzing current 
plans, policies, procedures and playbooks; planning to resolve 
immediate gaps; train to reinforce & validate procedures; assess and 
understand hazards, vulnerabilities or risks.

Prevent
Prevention is focused on reducing the noise and eliminating the, 
“known knowns.” This includes security awareness & best practices; 
configuration, vulnerability & access management; detecting 
advanced threats & threat intelligence; data loss & insider threat 
protection; and, endpoint integrity & protection.

Respond
Response is focused on mitigating the impact of a breach and 
ensuring business continuity. This includes understanding the roles 
and responsibilities of everyone involved; the command or                  
decision-making structure; identifying and remediating causes; and, 
effective communication within and without.

Recover
Recovery is focused on getting the business back to normal and 
figuring out how to improve. This includes understanding the timeline 
of events or finding root cause; rebuilding affected systems; identify-
ing success or process gaps; and, creating strategic or tactical plans 
for continuous improvement.

Resilience Requires a Community
Every entry point into the organization is a potential risk. In order to 
build a highly-resilient organization every employee needs to              
understand their role and responsibilities. They need the right tools, 
training and where appropriate, the power to make decisions to                      
respond quickly.

Calian has decades of experience in emergency management, 
building resilient organizations, and creating customized cyber 
security solutions. Based on this experience, combined with our 
community of carefully selected experts and technology partners, we 
can help you put in place the best possible security strategy - a 
culture of resilience. 
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“Together, Bruce Power and Calian have a history of jointly 
delivering nuclear security training, education, and exercises that 
are arguably, unrivaled in Canada.”

 - Doug Claggett, Dept. Manager of Emergency 
Preparedness, Bruce Power



Contact Us:
E: CRO@calian.com

T: 1-877-225-4264

www.calian.com/cyber

Consulting Partners

Technology Partners

Cyber Security Audit CORP.


